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Protecting an Autonomous Delivery Agent
Against a Vision-Guided Adversary: Algorithms

and Experimental Results
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Abstract—Safety considerations call for deployment of
autonomous ground vehicles in defense and high risk
zones for transport of goods from one point to another.
Such vehicles face the threat of an intelligent autonomous
adversary that may disrupt the transfer of material. This
article investigates the challenges involved in autonomous
protection of a delivery agent, via a land-based rescue
agent, before interception of the delivery agent by the ad-
versary occurs. In particular, we study how effectively an
adversary equipped with a vision sensor can be handled
by an autonomous rescue agent operating without vision
support and relying only on wireless communication with
the delivery agent. Taking capabilities and weights of the
three vehicles into account, the delivery agent is assumed
to be the slowest while the adversary operates at the high-
est speed among the three vehicles. A geometric framework
based on Apollonius circles is proposed to analyze the
interaction between the delivery and rescue agents. The
adversary’s speed and its moves (based on the direction
of the delivery agent) are taken into account, along with
the Apollonius circles for the rescue-delivery agent pair, to
determine the possibility of capture. Regions in the plane
where the delivery and rescue agents can meet, prior to
a capture by the adversary, are obtained to compute safe
regions for the delivery agent. Algorithms adopted by the
delivery agent, rescue agent, and the adversary are de-
scribed. We, then, explore the challenges in rescue of mul-
tiple delivery agents from a vision-guided adversary by in-
troducing additional rescue agents. In particular, we study
protection of k delivery agents (from an adversary) via k
rescue agents. Algorithms to compute 1) multiple meeting
points, one each for a delivery agent-rescue agent pair and
2) the strategy of the adversary to capture any one of the
k delivery agents are presented. Experiments with multiple
agents show that the delivery and rescue agents can exe-
cute their strategies using simply low-end microcontrollers
without external memory.
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I. INTRODUCTION

AUTONOMOUS delivery agents are often entrusted with
the task of carrying goods from one point to another in de-

fense zones and accident sites [1], [2]. These agents help reduce
casualty while simultaneously gathering valuable information
on the environment through sensors mounted on them.

In these scenarios, the delivery agents communicate with
others regarding their current status. Goods carried by these
agents may have a marker/indicator that guides other members
of the team to recognize the contents on arrival at a prespecified
destination. For example, an agent carrying medical equip-
ment may be identified by a certain marker while one carrying
food may have a different indicator. However, these markers
can be exploited by an adversary. Hence, the delivery agents
become vulnerable to predatory attacks prior to reaching the
destination. These agents may not be necessarily equipped with
hardware for taking (self) defensive action in the event of an
attack.

In this article, we examine the effect of an autonomous rescue
agent tasked with protection of the delivery agent against an
attack. We take clues from nature [3] to define capabilities for
the agents and the adversary. In practice, shepherds typically
monitor their flock (of sheep) visually and thwart an attack by
a predator taking measures based partly on the approximate
distance of the predator. Similarly, a predator chooses a sheep
based on sight as well as its proximity to the latter.

The work described in this article is motivated by the fol-
lowing questions: Can an autonomous adversary successfully
capture an autonomous delivery agent based on a vision sensor
in the former? Furthermore, can an autonomous rescue agent
protect a delivery agent using merely wireless communication
and without explicit vision support? In addition, what challenges
arise when there are multiple delivery agents?

The advantage in not having a vision sensor on the rescue
agent is reduction in hardware (and consequently power con-
sumption). Absence of communication hardware on the adver-
sary has similar benefits. However, limited hardware onboard
presents several challenges. The rescue agent needs to gather
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information on the adversary through the delivery agent. Fur-
thermore, the adversary has to react swiftly to changes in the
path of the delivery agent.

We present a geometric approach to address these problems.
It is based on identification of safe regions using the notion of
Apollonius circles [4]. The regions partition the plane and help
efficiently determine whether a rescue or capture would take
place for different initial locations and speeds of the agents and
the adversary. We assume each of the three entities (delivery
agent, rescue agent and adversary) is small and, therefore, can
be approximated by a point. Delivery agents are assumed to
be the slowest (travelling at a speed denoted by vd) in view of
the cargo they carry. Rescue agents travel at a somewhat higher
speed (denoted by vr) than delivery agents. The communication
between delivery and rescue agents offers the latter an advantage
to minimize the time for rescue. In order to counter this advan-
tage, we assume the adversary has the maximum speed (denoted
by va) among the three. Section III gives a detailed description
of the problems.

Coordinated motion of agents has been extensively explored
in the past [5]. Furthermore, considerable work has been done
on interactions between three or more autonomous vehicles,
with both cooperation and conflict, in the setting. Defending a
moving vehicle from an attack has been the subject of active
research since the early 1960s [4], [6]. Interactions between
an attacker and a defender have been studied primarily under
the framework of pursuit-evasion games and enhancements [4].
To our knowledge, there does not appear to be a detailed in-
vestigation of interactions between three or more autonomous
vehicles when, for instance, one of the vehicles has a specific
sensor onboard. Furthermore, study of the effect of introduction
of additional vehicles into the setting has not received much
attention. Section II discusses prior work in detail.

Compared with prior works, the contributions here are as
follows.

1) Development of a geometric framework for analyzing the
interaction between a delivery agent, rescue agent, and a
vision-equipped adversary when the delivery and rescue
agents do not have explicit vision support.

2) Design of algorithms for determining capture/rescue of
the delivery agent without repeated constructions of the
geometric entities at each stage.

3) Identification of safe regions by a rescue agent using
delivery agent’s communication about the adversary.

4) Enhancement of the strategy to rescue additional delivery
agents.

5) Incorporation of collision avoidance among vehicles.
6) Hardware-efficient implementation of the algorithms.

The rest of this article is organized as follows. Next section
reviews prior work on interactions in autonomous systems.
Section III presents the problem statement. Section IV describes
the framework for protecting one delivery agent against an
adversary. Section V extends the theory to multiple delivery
agents. Section VI presents simulations and comparison with
prior work. Experimental results are presented in Section VII
while Section VIII concludes this article.

II. RELATION TO PRIOR WORK

The work presented in this article involves a team (comprising
a delivery agent and a rescue agent) that is initially not in the
same (physical) location. A coalition takes place when a rescue
happens and this requires coordinated motion. The adversary, on
the other hand, introduces an element of conflict. We, therefore,
begin with a review of the literature on coalition and conflict in
autonomous systems.

A. Coalition and Conflict in Autonomous Systems

Coalition and coordination have been studied from different
perspectives. Studies on collective motion of autonomous robots
have been largely inspired by the model in [7] for motion in
systems of particles. A dynamic systems approach for multi-
agent coordination is presented in Chen et al. [8]. Coalition
formation has been studied from a graph-theoretic perspective
in [9]. Tools from matrix theory and algebraic graph theory
have been combined to analyze cooperation among multiagent
systems in [10].

While prior literature focuses on deterministic systems, issues
relating to uncertainty in communication for coalition in mul-
tiagent systems have been studied via a convex programming
approach in [11]. Uncertainty in information for coalition and
issues relating to implementation (such as sampling period) are
explored via an algebraic graph theory approach in [12]. The
coalition problem is studied with limited information (based on
position alone) via a model predictive control strategy in [13].
An extensive review on the coalition and coordination problem
is available in [5]. Recent advances on fixed-time cooperative
control for multiagent systems are described in [14].

While different perspectives on various aspects of coalition
of multiagent systems exist, the presence of an adversary in
our setting calls for a substantially different treatment. Ad-
versaries and their impact on security have been studied in
industrial settings [15], [16]. Adversaries in multiagent systems
involving autonomous vehicles have been largely studied from a
game-theoretic perspective [4], [6]. Several works formulate and
study various aspects of pursuit-evasion games. For instance,
Pachter [17] presented an analysis of a pursuit-evasion game
where the pursuer and evader move in a half-plane with the
pursuer being faster than the evader. Chung et al. [18] re-
viewed pursuit-evasion in the context of mobile robotics, while
a geometric approach to a pursuit-evasion game with visibility
constraints is described in [19]. Pursuit-evasion with limited
observations is explored in [20].

The work described in this article is somewhat similar to the
three-player interactions in [3], [21], [22], and [23]. In particular,
these prior works involve three “mobile” players with different
roles assigned to each. However, Li et al. [21] and [22] assumed
a defender whose task is to intercept the adversary. Scott and
Leonard [3] presented a mathematical model for predation in
which a predator (a bear) pursues two evaders (a mother caribou
and its calf). While each of the two evaders is a prey, the evaders
are allowed to choose between herding and evasion. We present a
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Fig. 1. Scenario involving one delivery agent (D), one rescue agent
(R), and an adversary (A). The rescue agent (R) is indicated by a green
triangle, adversary (A) by a red star, and delivery agent (D) by a blue
square.

detailed quantitative comparison of our work with the approach
in [23, Sec. VI].

B. Vision-Based Target Tracking and Pursuit

The approach proposed in this article assumes an adversary
with vision support. Vision-based target tracking has been well-
explored in the past [24]. A target tracking strategy based on
game theory has been proposed in [25].

Pursuit-evasion problems have also been explored with vis-
ibility constraints. A cell decomposition-based approach to
visibility-based pursuit evasion is presented in [26]. An enhance-
ment to [26] that considers visibility-based target tracking with
a mobile observer is reported in [27]. Although visibility-based
pursuit-evasion studies have been reported, a detailed geometric
framework for determining rescue/capture, when the adversary
is equipped only with a vision-based sensor (and has no explicit
communication with the agents), does not appear to be available.
Motivated by biological analogs, we study the effect (on coali-
tion of agents) due to a (stronger) vision-guided adversary that
acts independently. Furthermore, our study explores the scenario
involving an arbitrary number of agents. In addition, we present
experimental results.

III. PROBLEM DESCRIPTION AND ASSUMPTIONS

We present two definitions before stating the problems ad-
dressed in this article.

Definition 1: For any two given agents, P1 and P2, travelling
with speeds, v1 and v2, respectively, the dominance region for
agent P1 is defined as the set of points in the plane where agent
P1 reaches prior to P2. The curve that separates the dominance
regions of P1 and P2 is defined as the dominance curve.

Definition 2: The safe region is defined as the region where
rescue of the delivery agent is feasible, prior to a capture by the
adversary. This is denoted by Sh.

Problem 1: Given three autonomous vehicles, namely the
delivery agent, rescue agent, and adversary (see Fig. 1), we
develop a framework based on dominance curves for protecting
the delivery agent against the adversary. Using the framework,
we provide a characterization of the safe region for the delivery
agent and identify the outcome (namely, rescue or capture) for
given initial locations and speeds of the three vehicles.

Fig. 2. Adversary’s pursuit amidst two delivery and two rescue agents.
WC refers to wireless communication between the delivery and rescue
agents. VS corresponds to the vision sensor on the adversary while DS
refers to the distance sensor on the robots.

In defense and other applications, it is common to have
multiple delivery agents (one for supplying medicines, another
for food, and so on). An opponent may be tasked with disrupting
the movement of any one of these vehicles. Protecting each of the
delivery agents is a challenge: Even if we deploy a rescue agent
for each delivery agent, it is nontrivial to identify which rescue
agent should take care of which delivery agent. The second
problem can, therefore, be stated as follows.

Problem 2: Given multiple delivery agents and an equal
number of rescue agents, determine the appropriate rescue agent
for each of the delivery agents based on the risk of capture of
each delivery agent by the adversary.

A simple case of Problem 2 with two delivery and two rescue
agents is illustrated in Fig. 2. The assumptions and criteria used
for solving the two problems are as follows.

1) The agents and the adversary are assumed to have
discrete-time single integrator system dynamics.

2) All the vehicles (agents as well as the adversary) have
distance sensors and position encoders mounted on them.
Furthermore, a vision sensor is present on the adversary
alone while markers are present only on the delivery
agent(s). In addition, communication hardware is present
only on the delivery and rescue agents. The sensors, mark-
ers, and communication hardware are used as described
in items 3) and 4).

3) In the context of Problem 1, the distance sensor on the
adversary allows it to detect the presence of the delivery
agent/rescue agent in its vicinity. The adversary uses
its vision sensor to distinguish a delivery agent (via its
marker) from a rescue agent. Similarly, the distance sen-
sor on a delivery agent allows it to detect the presence
of an adversary/rescue agent in its neighborhood. To
make a distinction between the adversary and the rescue
agent, the delivery agent uses its wireless communica-
tion hardware and its position encoder information. The
sensors and communication hardware on a rescue agent
perform functions similar to the corresponding ones on
the delivery agent.

4) In the context of Problem 2, communication exists be-
tween all the agents and is used as the means to distinguish
the adversary from other agents (whenever the distance
sensor on an agent indicates the presence of a vehicle
nearby).
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5) The adversary uses its distance and vision sensors to
recognize rescue of a delivery agent. That is, when the
distance sensor on the adversary detects two objects (and
the vision sensor detects only one object with a marker) at
(nearly) the same distance, the pursuit by the adversary is
abandoned. Similarly, communication from the delivery
agent (about capture) to the rescue agent will halt the
rescue process.

IV. PROTECTING A DELIVERY AGENT

AGAINST AN ADVERSARY

The geometric framework is developed by separately han-
dling the following interactions: 1) delivery and rescue agents
(see Section IV-A) and 2) delivery agent and adversary (see
Section IV-B).

A. Delivery and Rescue Agent Interaction

Delivery and rescue agent interaction (denoted by D and R,
respectively) is characterized by communication between the
agents. Using this communication, the agents attempt to meet
by determining a location (denoted by T ) and proceeding to
it along a straight line path. Location T can be computed by
identifying the dominance region of the delivery agent, which,
in turn, depends on the dominance curve of the two agents.

It is worthwhile to think of the dominance curve as the locus
of all points in the plane where two agents arrive simultaneously.
This notion is used in Lemma 1 to compute the dominance curve
for the two agents. Note that the curve given by (1) is indeed an
Apollonius circle constructed using the distance between the
agents and the ratio of their speeds [23]. Our interest, however,
is in computing the dominance region required for computing
the meeting location (T ) for the delivery agent (in Section IV-C).

Lemma 1: The dominance curve for the delivery agent [D,
located at (xd, yd)] and rescue agent [R, located at (xr, yr)]
moving with speeds vd and vr, respectively, is a circle (Cr) with
center at (xdr, ydr) and radius rdr as given by

(xdr, ydr) =

(
xdv

2
r − xrv

2
d

v2
r − v2

d

,
ydv

2
r − yrv

2
d

v2
r − v2

d

)

rdr =

√
x2
dr + y2

dr −
v2
r(x

2
d + y2

d)− v2
d(x

2
r + y2

r)

v2
r − v2

d

.

(1)

Fig. 3 illustrates the dominance curve for a delivery agent D
and a rescue agent R (depicted by a filled blue square and a
green triangle, respectively). The curve corresponds to C0 with
center at N0. Since the rescue agent is assumed to be moving
faster than the delivery agent, the dominance curve encloses
the delivery agent. Consequently, the region (in blue) contained
by this curve (denoted by Sdr) is the dominance region of the
delivery agent while the curve itself and the region (in green)
external to it (denoted by¬Sdr) is dominated by the rescue agent.

Additionally, Fig. 3 illustrates the dominance curve Ct con-
structed at intermediate locations of D and R (denoted by Dt

andRt) on their straight line path toT . It can be observed thatCt

Fig. 3. Dominance curves (C0, Ct) for initial locations (D,R) and in-
termediate locations (Dt, Rt) of delivery and rescue agents.

intersects (the previously computed) C0 at T . Such a property
of the dominance curves eliminates any need for recomputation
of dominance regions as the agents travel to T . This is given by
Theorem 1. It is based on [4].

Theorem 1: LetT be the meeting point for two agents located
on the dominance curve computed with their initial locations
and speeds. Subsequent dominance curves constructed with
locations of agents as they move toward T remain tangential
at T .

Proof: Let initial locations and speeds of delivery and rescue
agents be {D(xd, yd), vd} and {R(xr, yr), vr}, respectively.
The center N0(x0, y0) and radius r0 of the dominance curve C0

for these initial locations can be obtained using (1). Consider
any arbitrary point T (x, y) on the circle C0. The intermediate
locations of D and R after time t (on their way to T ) are given
by Dt(xdt, ydt) and Rt(xrt, yrt) in

Dt(xdt, ydt) = (xd + tvd cos(θd), yd + tvd sin(θd))

Rt(xrt, yrt) = (xr + tvr cos(θr), yr + tvr sin(θr)) (2)

where θd, θr are the heading angles from D,R to T

N0Nt +NtT = N0Nt + rt = N0T = r0. (3)

Dominance curve Ct can now be recomputed using the up-
dated locations Dt and Rt as a circle centered at Nt(xt, yt) with
a radius of rt using (1). It follows that the two centers (N0 and
Nt) and T are collinear as given by (3). Thus, the two circles Ct

and Cr meet at T . In other words, subsequent dominance curves
constructed using intermediate locations of the two agents (after
a finite time), contain the point T and, thus, do not affect the
position of meeting location. �

We now examine a scenario where the rescue is not charac-
terized by the two agents occupying exactly the same location
T . Instead, we permit the rescue agent to merely come in close
proximity to the delivery agent. We quantify this proximity via
the notion of a limiting distance given by Definition 3.

Definition 3: The maximum distance between delivery and
rescue agent, below which the delivery agent is considered to
have been rescued is defined as the limiting distance of the
rescue agent. This is denoted by dr.
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Fig. 4. Adversary’s (A(7, 14)) vision-based pursuit of delivery agent
(D(7, 1)) heading in a fixed direction θd = 157◦. va = 5 m/s, vd = 2 m/s.
(a) ts = 0.4 s. (b) ts = 1.0 s.

The dominance curve is now given as the locus of points
reached by the rescue agent where the separation between the
two agents is dr. The dominance curve, thus formed, turns out
to be an oval, symmetric about the line joining the two agent
locations, as given by

PD

vd
=

PR− dr
vr

. (4)

B. Delivery Agent and Adversary Interaction

The adversary A uses its vision sensor to identify the delivery
agent and begins its pursuit. It is worth noting that the direction
of delivery agent (and not its position) is sufficient for pursuit.
Since the adversary relies solely on the vision sensor (and not on
communication), the path taken by the adversary is not neces-
sarily a straight line. In other words, the adversary continuously
reorients itself toward the delivery agent while pursuing it with
a speed of va. These reorientations are separated by a finite
time interval to facilitate processing of information from the
vision sensor and to enforce the change in direction in a physical
system. We define this time interval as the sampling time and
denote it by ts.

Remark 1: The sampling time is a notion applied only to the
adversary. The numerical values of sampling time determine
how often the adversary has to reorient itself. The delivery and
rescue agents move purely based on communication among
themselves. They take into account the best response of the
adversary and, thus, need not perform reorientation (when the
adversary changes direction).

The adversary first scans its accessible environment via its
vision sensor and determines the direction in which the delivery
agent is located. While the adversary pursues the delivery agent
in the computed direction, the latter proceeds toward a rescue
agent to avoid capture. This affects the relative position of the
delivery agent in the image captured by the vision sensor. The
adversary, then, makes the necessary correction to its heading di-
rection and continues its pursuit until another such reorientation
becomes necessary or a capture/rescue occurs.

Fig. 4 (with distances measured in meters and time in seconds)
illustrates the effect of sampling time on the capture of delivery
agent. In Fig. 4(a), the path taken by the adversary A (red star)
in pursuit of the delivery agent D (blue square) that is heading
along a fixed direction (θd) is shown. Reorientations at fixed
intervals of ts = 0.4 s can be observed in the figure for six time

instants. At this point, the distance between the agent and the
adversary is 1.08 m. Fig. 4(b) illustrates the same scenario for
a higher sampling time, namely ts = 1.0 s. As a consequence,
after two time instants, the adversary repeatedly overshoots the
location of the delivery agent.

The heading angle φ of the adversary can be computed using
the positions of A(xa, ya) and D(xd, yd) as given by (5). Given
the heading direction θ of the delivery agent, the locations of A
and D, after one time instant ts, can then be computed using (6).
The path taken byA andD, for a given θ (θd in Fig. 4), is obtained
by computing their locations using (6) and, then, utilizing these
as the current locations during the next time instant

φ = arctan

(
yd − ya
xd − xa

)
(5)

A = (xa + tsva cosφ, ya + tsva sinφ)

D = (xd + tsvd cos θ, yd + tsvd sin θ). (6)

In order to define the capture of delivery agents, we revisit
the notion of limiting distance. A delivery agent is considered
to be captured if its distance from adversary is less than the
limiting distance (denoted by da) of the adversary. For instance,
in Fig. 4(a), if the limiting distance is 1.5 m (da = 1.5), the
delivery agent is considered to be captured after six time instants
(since 1.08 < da). For the same value of da in Fig. 4(b), the
closest an adversary can get to D is 2.1 m, which indicates that
a capture is never possible (2.1 > da).

The dominance curve for the delivery agent (D) and adversary
(A) interaction (denoted by Ca), corresponds to the locus of all
points where the distance between adversary and delivery agent
(denoted by AD) is less than the limiting distance (indicating
capture). Given initial locations (A(xa0 , ya0), D(xd0 , yd0)) and
speeds (va, vd) of the two entities, Algorithm 1 details the
procedure for obtaining Ca. This involves computing the curve
via linear interpolation (line 13) of all the capture locations of D
(stored in Dc) corresponding to all possible heading directions
(θ ∈ [0, 2π)) of the delivery agent (lines 2−11). In practice, θ
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Fig. 5. Dominance curve Ca and dominance regions (Sda,¬Sda)
of the delivery agent and the adversary. va = 3 m/s, vd = 1 m/s,
da = 2.5 m.

is incremented by a fixed value that represents the minimum
turning angle of the delivery agent.

Fig. 5 illustrates Algorithm 1 for two distinct locations of
the delivery agent and the adversary. One instance of pursuit
with heading angle θ = 2π/3 is shown in the figure where the
capture occurs after five time instants. The dominance curve,
Ca, once again encloses the delivery agent, since its speed is
lower than that of the adversary. The dominance region (in blue)
of D, denoted by Sda, is the region interior to Ca, while the
curve itself and the region (in red) external to it is dominated by
the adversary (denoted by ¬Sda).

Note that the point of capture for a given heading angle of
the delivery agent remains unchanged with subsequent recom-
putations of the dominance curve. Consequently, the analysis
performed on initial locations of agents and adversary continue
to hold until capture or rescue.

From the point of view of the delivery agent, higher values
of the sampling time (for the adversary) are desirable to avoid a
capture. However, the adversary attempts to quickly identify
the delivery agent and reorient itself. This corresponds to a
small value of the sampling time. In terms of implementation,
this involves computing the circular Hough transform (CHT)
based on the adversary’s vision sensor output. Further details
are presented in Section VII.

C. Safe Regions and Capture-Rescue Algorithms

We are now equipped with the dominance regions of the
delivery agent 1) with respect to the rescue agent (Sdr) and 2)
with respect to the adversary (Sda).

The algorithm adopted by the rescue agent involves comput-
ing the safe region (given by Definition 2). In other words, the
set of points where the rescue agent reaches prior to or along
with the delivery agent are valuable and need to be determined.
However, it is to be ensured that there is no capture by adversary
at these points. This observation allows us to derive a relation
between the two dominance regions and the safe region. This is
established via Theorem 2.

Theorem 2: Given the dominance regions of delivery agent
with respect to adversary (Sda) and rescue agent (Sdr), safe
region (Sh) can be computed using

Sh = Sda \ Sdr. (7)

Fig. 6. Computation of safe region Sh and a successful rescue
attempt.

Proof: It follows from Definition 1 that the interior of the
dominance region is dominated by the entity contained in it.
Since the delivery agent is the slowest, its initial location is
contained in both the dominance regions. Consequently, any
point inside Sda can be reached by the delivery agent before the
adversary. Similarly, any point external to Sdr can be used for
rescue by R. The intersection of these two regions determines
the safe region as given by

Sh = Sda ∩ ¬Sdr

⇒ Sh = Sda \ Sdr.
(8)

�
Fig. 6 illustrates computation of safe region using Theorem 2.

The dominance curves Ca (shown in red) and Cr (shown in
green) are computed using Algorithm 1 and (1), respectively.
The corresponding dominance regions are, then, used to com-
pute the safe region Sh (shaded in blue). It is worth noting that
a part of the boundary curve Cr is included in the safe region
while the entire curve Ca is excluded from it.

Before we proceed to discuss how the rescue agent operates,
we will describe the algorithm adopted by the adversary. The
adversary is guided purely by its vision sensor (and it does
not require knowledge of the safe regions). The pursuit by the
adversary is expressed via Algorithm 2. The vision sensor helps
the adversary to distinguish the delivery agent from the rescue
agent (line 2). The distance sensor is, then, used to compute
the proximity of the delivery agent to the adversary and the
rescue agent (denoted by d1 and d2, respectively, line 11). The
pursuit (lines 5–10) continues until either capture (d1 ≤ da) or
rescue (d2 ≤ dr) occurs, where da and dr represent the limiting
distances of A and R.

The algorithm additionally handles occlusion of vision of the
adversary by performing an evasive maneuver to regain its “line
of sight” (lines 6–7). The higher speed of adversary becomes
particularly useful in this scenario. We illustrate such a maneuver
via experiments in Section VII.

We now proceed to the algorithm adopted by the rescue
agent (described via Algorithm 3), which handles the tasks of
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computing safe region Sh and determining a meeting location
T . In order to minimize the distance travelled by the delivery
agent prior to rescue, T is chosen as the closest point in Sh from
D (line 5). However, in the absence of a safe region, capture
is inevitable. In such a scenario, it is advantageous to minimize
the distance between the delivery and rescue agents. Hence, T
is chosen to be the point of intersection of the line segment
joining the two agents and the dominance curve Cr (line 7). The
algorithm also handles the case where the adversary interrupts
the path of the rescue agent during its pursuit. Due to the higher
speed of A, the capture of D is, then, inevitable (lines 10
and 16).

We now describe the algorithm (Algorithm 4) running on the
delivery agent. This consists of detection of an adversary by
the delivery agent followed by transmission of its (D) location
as well as that of A to R (line 8). Furthermore, a request for
rescue is communicated byD via a status variable swhere s = 0
prior to capture and s = 1 after capture (lines 8 and 15). Once
the meeting location T is computed and transmitted by R, the
delivery agent tries to evade the adversary by translating to T
unless captured (lines 10–19).

Fig. 6 illustrates a pursuit (by A) and rescue (by R) scenario.
The adversary is governed by Algorithm 2 and its pursuit con-
tinues for four time instants. The termination is caused by lines
12 and 16 of the algorithm when the adversary discovers that the
delivery agent has been rescued (d2 ≤ dr). The computation of
safe region and the meeting location (T ) are carried out by the
rescue agent with the help of Algorithm 3. Algorithm 4 assists the
delivery agent in arriving at T where it is successfully rescued.

V. EXTENSION TO MULTIPLE DELIVERY AGENTS

In this section, we address Problem 2 (from Section III) that
generalizes the pursuit to k (where k > 1, k ∈ Z+) delivery
agents. We assume an equal number of rescue agents. The
outcome of the interaction is considered to be capture if at least
one of the delivery agents is captured by the adversary. On the
other hand, the outcome is rescue when every delivery agent is
rescued by an appropriate rescue agent. As before, the adversary
adopts a vision-guided strategy to identify the weakest delivery
agent and pursues it until capture or rescue. The strength of a
delivery agent is determined by its distance to the adversary
which leads to Lemma 2.

Lemma 2: The dominant strategy for the adversary while
pursuing multiple, identical delivery agents is to choose and
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Fig. 7. Adversary’s pursuit. (a) D1 is always closer to A than D2.
Capture at t10. (b) D2 is closer to A than D1 after t = t2. Capture
at t7.

Fig. 8. D1 and D2 rescued by R1 and R2 while pursued by A.

pursue that agent which is closest to the adversary’s current
location.

Proof: Since the adversary adopts a vision-based pursuit, the
time taken for capture is directly proportional to the distance
between the adversary and delivery agent. Given that all the
delivery agents travel at the same speed, the adversary pursues
the delivery agent closest to its initial location. During the pursuit
of a delivery agent (say Di), if another delivery agent (say Dj ,
where i, j ∈ Z+) comes closer to the current location of the
adversary, the time taken to capture Dj is less than the time
taken to capture Di. Thus, the adversary switches its pursuit to
Dj , indicating that the adversary always pursues the delivery
agent that is closest to its current location. �

Fig. 7 illustrates Lemma 2 for two delivery agents (D1 andD2)
and an adversary (A). In Fig. 7(a), the two agents travel in the
same direction (at an angle of −π/3 to the horizontal) ensuring
that D1 remains closer to A compared to D2 until its capture
after ten time instants. However, in Fig. 7(b), the heading angles
of the two delivery agents are -π/3 and π/2, respectively. It can
be observed that after two time instants, D2 is closer (than D1)
to A. The adversary switches its pursuit to D2 and eventually
captures it after seven time instants, three time instants sooner
than the previous example, illustrating the ideas in Lemma 2.

We now present Algorithm 5, adopted by the adversary when
there are multiple delivery agents. In this case, the adversary
uses its data from vision as well as distance sensors to identify
the k delivery agents, where the subscripts i and j represent an
individual agent. lj denotes the distance from A to Dj where

lj = ∞ if Dj is already rescued and lj = ADj otherwise (lines
5–6). Identification of the closest nonrescued delivery agent Di

begins the adversary’s pursuit. This process continues until Di

is either captured, rescued or another agent Dj comes closer to
A (lines 7–9). Fig. 8 presents an illustration where the adversary
switches its pursuit from D2 to D1 since the former is rescued
after three time instants.

Having determined the dominant strategy adopted by the
adversary, we are now in a position to compute safe regions
for various delivery agents and obtain their respective meeting
locations for rescue. To this end, we begin with Lemma 3 that
determines the safe region Sh for one delivery agent amidst
multiple (k) rescue agents.

Lemma 3: Given the dominance regions of delivery agent
D with respect to the k rescue agents {R1, R2, . . . , Rk} as
{S1

dr, S
2
dr, . . . , S

k
dr} and with respect to adversary (A) as (Sda),

safe region (Sh) is computed using

Sh = Sda \
(

k⋂
i=1

Si
dr

)
. (9)

Proof: It follows from Definition 1 that the dominance re-
gions of the delivery agent with respect to multiple rescue agents
are independent of each other. Furthermore, the safe region
corresponds to a zone where the delivery agent is rescued by
at least one rescue agent. We, thus, have

Sh =

k⋃
i=1

(Sda ∩ ¬Si
dr). (10)

Applying distributive law to (10), we have

Sh = Sda ∩
(

k⋃
i=1

(¬Si
dr)

)
. (11)

Applying De-Morgan’s law to (11), we have (9). �
Having described the algorithm adopted by the adversary, we

now turn our attention to the algorithm adopted by the k rescue
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agents (as well as the k delivery agents). Lemma 3 assists in
developing such an algorithm (see Algorithm 6). The list LD

contains the delivery agents arranged in the increasing order
of their distances from A. LR is the list with all the rescue
agents, which is, then, rearranged such that the delivery agent
LD
i is rescued by LR

i at TD
i where i ∈ {1, 2, . . . , k}. For a given

delivery agent LD
i , the safe region Sh is computed via Lemma 3

(lines 3–4 of Algorithm 6) and the closest point in Sh (to LD
i ) is

determined as its meeting location TD
i (line 6). The rescue agent

closest to TD
i is assigned to rescueLD

i (line 7) and the process is
repeated for all the remaining delivery agents in the same order as
LD (lines 2–13). In the absence of a safe region, however, LD

i is
assigned a rescue agent that is closest to its location (lines 9–10).
The advantage of choosing an agent closer to TD

i over an agent
closer to LD

i (when Sh exists) is illustrated with the help of an
experiment in Section VII (see Fig. 13).

Remark 2: Algorithm 6 combines the strategies adopted by
the k delivery agents as well as the k rescue agents. In particular,
while the computation of T is handled by the rescue agents,

the delivery agents are responsible for triggering the attempt at
rescue when an adversary is detected. The algorithm also handles
the transfer of the delivery and rescue agents to their respective
meeting locations.

Fig. 8 illustrates the rescue of two delivery agents D1 and D2

by two rescue agentsR1 andR2. It can be observed that the agent
D2 is closer to the adversary resulting in LD = {D2, D1}. The
meeting locationT1 is first computed and the closest rescue agent
R2 is assigned to rescue D2. The process is repeated for the sec-
ond delivery and rescue agents. We, thus, have LR = {R2, R1}
and TD = {T1, T2}. In this scenario, safe regions exist for both
the delivery agents and the meeting location is chosen from these
regions. Thus, a rescue of D1 and D2 is ensured. Furthermore,
the outcome of the interaction (in Fig. 8) will remain unaffected
even if the adversary pursues D1 before D2.

The communication of the computed meeting locations fol-
lowed by the transfer of the agents to those locations (while
keeping track of the distance from A) is handled via lines 14–27
of Algorithm 6. When the paths of two or more agents are
obstructed by fellow agents, the agent with a lower index number
is permitted to proceed further (lines 20–23).

In order to avoid multiple computations of meeting locations,
we assume that one rescue agent receives the information per-
taining to various locations of the agents and the adversary and,
then, uses Algorithm 6 to compute the list TD. These meeting
locations and the modified order for rescue agents LR are, then,
communicated back to all agents. The transfer of agents from
their locations to their respective rescue locations is carried out
by the individual agents (in parallel) until either capture or rescue
takes place. Some comments on robot assignments are presented
in Remark 3.

Remark 3: The assignment of rescue agents to delivery
agents proposed here can be compared with the Hungarian
method for multirobot task assignment [28], [29]. The Hungar-
ian method corresponds to assigning rescue agents to delivery
agents such that the total time for rescue is minimized. The
Hungarian method is unbiased, however, it may not necessarily
lead to rescue of multiple delivery agents. On the other hand,
the proposed scheme (based on Lemma 3), places emphasis on
rescue of the delivery agent with the highest risk of capture and,
therefore, does better in general (with respect to the protection
of the delivery agents). Examples illustrating this can be readily
constructed.

VI. SIMULATIONS AND COMPARISONS

In this section, we compare the proposed approach with the
work reported in [23] via simulations. The work reported in [23]
is chosen for comparison since it also involves three agents
(termed predator, prey, and protector) and further 1) it has similar
objectives (with an outcome of rescue/capture) and 2) has a
similar flavor in terms of its approach (it pursues a geometric
approach based on Apollonius circles).

We examine the effectiveness of the specific (vision) sensor
on the adversary for the capture task and compare with the
complete communication-based strategy in [23]. In particular,
Oyler et al. [23] assumed communication between the agents and

Authorized licensed use limited to: Carnegie Mellon University Libraries. Downloaded on April 11,2025 at 20:22:16 UTC from IEEE Xplore.  Restrictions apply. 



5676 IEEE TRANSACTIONS ON INDUSTRIAL INFORMATICS, VOL. 16, NO. 9, SEPTEMBER 2020

Fig. 9. Dominance curves (Ca, Cr and C∗
a) computed using Algorithm

1, (1), and [23], respectively.

TABLE I
NUMERICAL VALUE OF G IN THE PRESENCE/ABSENCE OF COMMUNICATION

BETWEEN AN ADVERSARY AND THE AGENTS

the adversary. In other words, the meeting location of the rescue
and delivery agents (in addition to their current locations) is
communicated to the adversary and the latter takes a straight line
path to reach the meeting location. As a result, the dominance
curves for bothDA andDR interactions (denoted byC∗

a andCr,
respectively) result in circles, as given by (1). Fig. 9 illustrates
a scenario where C∗

a (red circle) is completely enclosed in Cr

(green circle) indicating definitive capture (one instance of such
a capture at T is shown in Fig. 9).

In practice, however, the meeting location of rescue and
delivery agents may not be known to the adversary. This can be
easily exploited by the rescue agent that accomplishes successful
rescue at an alternate location T ′, as shown in Fig. 9. The
capabilities of the adversary, thus, play a major role in designing
the strategy for rescue of the delivery agent. In order to facilitate
quantitative comparisons of our work with the one in [23], we
now introduce a distance measure, G, defined via

G =

{
DR, at capture

−DA, at rescue
. (12)

In (12), DR denotes the distance between D and R when a
capture occurs while DA corresponds to the distance between
D and A in the event of a rescue.

For a given scenario, analyzed with two adversaries adopting
different strategies (vision-based or communication-based), a
smaller value of G indicates a weaker adversary. Since it is
desirable to study rescue strategies for a stronger adversary,
the strategy (for adversary) that involves the least change in the
value ofG needs to be considered. Table I presents the numerical
values ofG in the presence and absence of communication when
an adversary changes its strategy from communication (studied
in [23]) to a vision-based approach (proposed scheme).

For the scenario in Fig. 9, G drops from 2.4 to −11.4,
indicating a weaker adversary when a communication-based
strategy (based on [23]) is adopted. Vision-based pursuit, how-
ever, strengthens the adversary removing any dependency on

Fig. 10. Recomputation of T at successive time instants is not neces-
sary since R incorporates the best response of A at t0 itself. va = 5 m/s,
vr = 4 m/s and vd = 2 m/s. (a) Sh is recomputed after two time instants.
T remains unaffected. (b) A abandons its vision-based pursuit. T is still
unaffected.

Fig. 11. Setup involving two rescue agents (R1, R2), two delivery
agents (D1,D2) and one adversary (A).

communication with the agents. This can be observed from
Table I whereG remains constant at 2.4 for the proposed scheme.

Table I also presents the numerical values ofG for the scenario
in Fig. 6. While the straight line path adopted by the adversary
using [23] gives a slightly higher value of G in the presence
of communication, the adverse effect on G in the absence of
communication can be observed where it drops to −16. On the
other hand, with the scheme presented in this article, the value
of G remains unaffected.

An additional advantage of utilizing a vision-based pursuit is
that successive recomputation of dominance regions (and meet-
ing locations) is not necessary. This is illustrated in Fig. 10(a)
(for the scenario in Fig. 6) where Ca, Sh, and T are recomputed
after two time instants. Note that the meeting locationT obtained
via Algorithm 3 remains unaffected even after two time instants.
Furthermore, if the adversary deviates from its optimal strategy
[discussed via Fig. 10(a)] and proceeds toward location A′ [as
shown in Fig. 10(b)], the recomputed meeting location T not
only remains the same but the safe region considerably increases
in area, giving additional advantage to rescue and delivery
agents. This follows from the fact that the rescue agent utilizes
the best response of adversary when computing the meeting
location T .

VII. EXPERIMENTAL RESULTS

Multiple small differential drive mobile robots, fabricated
locally are employed as agents and adversary [see Fig. 11(a)].
The robots measure 24 × 15 cm in area and are powered with
a standard 12 V, 1.3 AH Lead acid battery. Two identical dc
motors are used to drive the wheels while encoders (MOC7811
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Fig. 12. Mobile robot platform showing various aspects of
implementation.

Fig. 13. Rescue of delivery agent in its safe region when the adversary
and agents are located at A(2.4, 0.8), R(0.6, 1), and D′(1.1, 0). Coordi-
nates are in meters.

speed sensors) placed on each wheel are used to monitor the
wheel rotations. The updation of current location is performed
independently on each agent. Processing support is provided via
an Arduino UNO board with an ATmega328P microcontroller.
The agents as well as the adversary are equipped with ultrasonic
sensors. The communication between the delivery and rescue
agents is via Zigbee mesh networking protocol (and achieved
through Xbee PRO RF modules). Various components utilized
are shown in Fig. 11(b).

In terms of weights and speeds, the robots weigh 2.5 kg (each)
with the electronics onboard. The payload carried by each deliv-
ery agent has a total weight of 5 kg (each). The maximum speed
achieved by the delivery agents is approximately 0.22 m/s while
the rescue agents and adversaries travel at 0.38 and 0.78 m/s,
respectively.

The primary difference between the adversary and the remain-
ing agents, in terms of the setup (hardware), is that the former
employs a camera for detecting the agents while the latter utilize
communication. The adversary is equipped with a Raspberry Pi
3 board with an integrated Pi camera (with only two-dimensional
vision support). The red and green boxes on the delivery agents
indicate their cargo. The adversary exploits these indicators by
isolating the colors in the captured image and performing a CHT.
Fig. 12(a) gives an overview of locations of the adversary A
and the agents while Fig. 12(b) illustrates the agents as viewed
by the adversary with its Pi camera. The circle computed around
the closest delivery agent, using CHT, is illustrated in yellow.

The Raspberry Pi 3 on the adversary removes any dependence
on a PC for processing the image acquired. Once the image is
processed and the heading direction acquired, the translation
of the adversary is handled completely by the microcontroller.

Fig. 14. Adversary handles occlusion of vision when R(0.6, 0.3) is in
between A(0, 0.3) and D(3.1, 0.3). Coordinates are in meters.

Fig. 15. Rescue of two delivery agents; Coordinates are in meters.

Similarly, for the delivery and the rescue agents, the micro-
controller alone implements the algorithms discussed. Thus,
the experiments discussed do not require any support from a
processor with external memory for implementing the proposed
algorithms.

A. Summary of Experiments

Fig. 13 depicts the first experiment where a delivery agent (D)
is interrupted on its path by an adversary (A). Delivery agent
detects the adversary with the help of its distance sensor and
communicates the same to the rescue agent. Adversary begins
its pursuit as its vision sensor identifies the delivery agent at D′.
In this scenario, the delivery agent is successfully rescued at T
before a capture by the adversary.

In a scenario where the vision of the adversary is obstructed
by one of the agents, the adversary adopts an evasive maneuver
to restore its vision. Fig. 14 illustrates this experiment. Here, the
higher speed of adversary allows it to capture the delivery agent
although it was initially obstructed by a rescue agent.

Fig. 15 illustrates the pursuit of adversary amidst multiple
agents. Ultrasonic sensors are employed to determine the closest
delivery agent. The delivery agents are detected by the adversary
(and vice-versa) as they arrive at D′

1 and D′
2. Rescue agent

R2 employs Algorithm 6 to identify the weaker delivery agent
as D1 and assigns itself for rescue. It, then, computes (and
communicates) the meeting location T2 for R1 and D2. The
adversary pursues until both delivery agents are rescued.

Fig. 16 presents a scenario where, at the point of detection,
the adversary is between two delivery agents (located at D′

1 and
D′

2). Due to their respective positions, safe regions do not exist
for either of the delivery agents. As a result, the rescue and
delivery agents attempt to meet on the line segment joining their
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Fig. 16. Adversary between two delivery agents leading to capture of
D1; R2 successfully rescues D2; Coordinates are in meters.

locations. The rescue of D1 is interrupted by A (via capture)
while D2 is successfully rescued by R2 at T2.

B. Discussion

In these experiments, the pursuit by the adversary has been
improved by exploiting the interrupts on its Arduino UNO
board to directly obtain the heading direction from Raspberry
Pi 3. Such an approach brings down the sampling time of the
adversary to just 0.2 s. It has been shown that the proposed
algorithms allow quick computation of the meeting location,
thus assisting in rescue of the delivery agent.

The meeting point does not necessarily lie on the line joining
locations of the delivery and rescue agents. Furthermore, the al-
location of rescue agent to a given delivery agent is not based on
its proximity to the latter but is dependent on its proximity to the
meeting location computed via Algorithm 6. This follows from
the fact that relative distances of rescue agents from adversary
are captured via the safe regions. Consequently, in Fig. 15, the
weaker delivery agentD1 is assigned toR2 and notR1, although
R1 is closer to D′

1 than R2.

VIII. CONCLUSION

In this article, we studied the problem of safeguarding a
vehicle carrying food/medicines from predatory attacks. We
developed algorithms to determine capture/rescue of the delivery
agent based on the notion of Apollonius circle. We showed that
an autonomous adversary can successfully capture the delivery
agent based on only a vision sensor and without communication
hardware. Furthermore, explicit vision support on the delivery or
rescue agents is not required for successful rescue. Considering
the possibility of multiple autonomous delivery agents in the
field (one carrying food, another carrying medicines, etc.), the
theory was extended to protection of k delivery agents (from an
adversary) viak rescue agents. Experiments with multiple agents
were also reported and they demonstrated that the autonomous
delivery agents and rescue agents can execute their strategies us-
ing simply low-end microcontrollers without external memory.

The vision-based strategy is one of many approaches used by
predators in nature. Others may be valuable for further study.
One possibility is where the predator (adversary) can actively
camouflage its movements [30] while tracking the target. In other

words, we can consider an adversary that is capable of moving
along a trajectory such that it appears as a stationary object to
the moving target even during motion.

An alternative to the communication-based approach of the
rescue agent is one involving a vision sensor to track the delivery
agent. The challenges appear to be fewer here and this is due, in
part, to the “same type” of hardware onboard the adversary and
the rescue agent. Both the rescue agent and the adversary can
pursue the delivery agent and the faster one in general can be
expected to decide the outcome (capture/rescue). Furthermore,
a camera onboard would increase the hardware on the rescue
agent leading to increased weight and energy consumption by
the autonomous rescue agent. The study can also be extended to
aerial vehicles. In particular, protection of a ground vehicle by
an aerial vehicle would be worth exploring, when the adversary,
in particular, is airborne.
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